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"$schema”: "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#"
"contentVersion": "1.0.0.0",
"parameters": {
"storageAccountType": {
"type": "string",
"defaultValue": "Standard_LRS",
"allowedValues": [
"Standard_LRS",
"Standard_GRS",
"Standard_ZRS",
"Premium_LRS"
1,
"metadata": {

"description": "Storage Account type"

}J
"location": {
"type": "string",

"defaultValue": "[resourceGroup().location]",
"metadata": {
"description": "Location for all resources.”
¥
}
¥
"variables": {
"storageAccountName": "[concat('store', uniquestring(resourceGroup().id))]"
})
"resources": [{
"type": "Microsoft.Storage/storageAccounts”,
"name": "[variables('storageAccountName')]",
"location": "[parameters('location')]",
"apiVersion": "2018-07-01",
"sku": {
"name": "[parameters('storageAccountType')]"
})
"kind": "StorageVv2",
"properties": {}
jap
"outputs": {
"storageAccountName": {
"type": "string",
"value": "[variables('storageAccountName')]"
¥
}
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"properties": {

"description": "This blueprint sets tag policy and role assignment on the subscription,
creates a ResourceGroup, and deploys a resource template and role assignment to that
ResourceGroup.",

"targetScope": "subscription",

"parameters": {

"storageAccountType": {

"type": "string",

"defaultValue": "Standard_LRS",

"allowedValues": [
"Standard_LRS",
"Standard_GRS",
"Standard_ZRS",
"Premium_LRS"

1,
"metadata": {
"displayName": "storage account type.",
"description": null
¥
¥
"tagName": {
"type": "string",
"metadata": {
"displayName": "The name of the tag to provide the policy assignment.”,
"description": null
¥
¥
"tagValue": {
"type": "string",
"metadata": {
"displayName": "The value of the tag to provide the policy assignment."”,
"description": null
¥
¥

"contributors": {
"type": "array",
"metadata": {
"description": "List of AAD object IDs that is assigned Contributor role at
the subscription”,
"strongType": "PrincipalId"

1
"owners": {
"type": "array",
"metadata": {
"description": "List of AAD object IDs that is assigned Owner role at the
resource group",
"strongType": "PrincipalId"

3
"resourceGroups": {
"storageRG": {
"description": "Contains the resource template deployment and a role assignment."

e PowerShell &%



# Login first with Connect-AzAccount if not using Cloud Shell

# Get a reference to the new blueprint object, we'll use it in subsequent steps
$blueprint = New-AzBlueprint -Name 'MyBlueprint' -BlueprintFile .\blueprint.json

NOTE
LgmTE A KB RBIE KT U, B RS blueprint json, 1A Import-AzBlueprintWithArtifact i {3 F kb XX
2.

BAERT, SERMTHBURERNR, BEEEEEY, HEASH ManagementGroupld,
EEEE N, i #ERASH Subscriptionld,

2. TEIT P ARMARSE, ArtifactFile & X B MFhE, EAETE UANF—EMEE LR MEMNEARK
L EERIRIN o ETEARAS, TERRRBIEFHEENAR, BEE NGRS BUERRIIZENSH, 1Lt
RBIEF GUID y b24988ac-6188-42a8-ab88-20F7382dd24c HI"S5H" NEAE,

® JSON X4 -\artifacts\roleContributor.json

"kind": "roleAssignment",
"properties": {
"roleDefinitionId": "/providers/Microsoft.Authorization/roleDefinitions/b24988ac-6180-
4220-ab88-20f7382dd24c",
"principallds": "[parameters('contributors')]"

e PowerShell &85

# Use the reference to the new blueprint object from the previous steps
New-AzBlueprintArtifact -Blueprint $blueprint -Name 'roleContributor' -ArtifactFile
.\artifacts\roleContributor.json

3. TEIT P RINKRE 2B, ArtifactFile 3E X0 B MRS, 5ERIRER I XIE X —BESE, FHEERKSE, U
FRAZAERSBEIEFREEMNEE LERSEH . REIER GUID A
49c88fc8-6fd1-46fd-a676-f12d1d3aac71 B FFhnic R EERUE N FF 7iR4 NE KB,

e JSON X{# -\artifacts\policyTags.json

"kind": "policyAssignment”,
"properties": {
"displayName": "Apply tag and its default value to resource groups”,
"description": "Apply tag and its default value to resource groups",
"policyDefinitionId": "/providers/Microsoft.Authorization/policyDefinitions/49c88fc8-
6fdl-46fd-a676-f12d1d3a4c71",
"parameters": {

"tagName": {

"value": "[parameters('tagName')]"
¥
"tagValue": {

"value": "[parameters('tagValue')]"
¥


https://docs.microsoft.com/powershell/module/az.blueprint/import-azblueprintwithartifact

e PowerShell &85

# Use the reference to the new blueprint object from the previous steps
New-AzBlueprintArtifact -Blueprint $blueprint -Name ‘'policyTags' -ArtifactFile
.\artifacts\policyTags.json

4. TEIT S TG bRic (B & (A storageAccountType S8 iR MR ER o LEFIANRISRER 5 B2 0 B &R
THEEEE XHSHATHS NI B #EA, f£RHI4, storageAccountType AT X IRA L RE—MHrid o
LLERBAEX T —SRP QBT ER, LREIER GUID A

49c88fc8-6fd1-46fd-a676-f12d1d3adc71 B {Fhric R EBRIAME N A F 5HRA NE RS,

e JSON 3Z#4 - \artifacts\policyStorageTags.json

{
"kind": "policyAssignment",
"properties": {
"displayName": "Apply storage tag to resource group",
"description": "Apply storage tag and the parameter also used by the template to resource
groups",

"policyDefinitionId": "/providers/Microsoft.Authorization/policyDefinitions/49c88fc8-

6fdl-46fd-a676-f12d1d3a4c71",
"parameters": {

"tagName": {
"value": "StorageType"
¥
"tagValue": {
"value": "[parameters('storageAccountType')]"
¥

e PowerShell a74y

# Use the reference to the new blueprint object from the previous steps
New-AzBlueprintArtifact -Blueprint $blueprint -Name 'policyStorageTags' -ArtifactFile
.\artifacts\policyStorageTags.json

5. VUM TRINER, 7REESHERN TemplateFile @21 iREIRHE JSON 41, REREBER——1%
i%: storageAccountType. tagName 1 tagValue i KIS4, iIMERE & FRAXLESH, BIFERASH
TemplateParameterFile 17 {3 A% -E X ROAEAR JSON FsREAMY, BRATLMERE RS H, & KSR

SHATA LR,

e JSON Azure FREEIFIEIR L - \artifacts\templateStorage.json



"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"storageAccountTypeFromBP": {
"type": "string",
"metadata": {

"description": "Storage Account type"

¥
"tagNameFromBP": {
"type": "string",
"defaultValue": "NotSet",
"metadata": {
"description": "Tag name from blueprint”

s

"tagValueFromBP": {
"type": "string",
"defaultVvalue": "NotSet",
"metadata": {

"description": "Tag value from blueprint"

1
"variables": {
"storageAccountName": "[concat(uniquestring(resourceGroup().id), 'standardsa')]"
¥
"resources": [{
"type": "Microsoft.Storage/storageAccounts”,
"name": "[variables('storageAccountName')]",
"apiVersion": "2016-01-01",
"tags": {
"[parameters('tagNameFromBP')]": "[parameters('tagValueFromBP"')]"
¥
"location": "[resourceGroup().location]",
"sku": {
"name": "[parameters('storageAccountTypeFromBP"')]"
¥
"kind": "Storage",
"properties": {}

JaB
"outputs": {
"storageAccountSku": {
"type": "string",
"value": "[variables('storageAccountName')]"
¥
}

JSON Azure HREBEBIEERS EOUE - \artifacts\templateStorageParams.json



"$schema": "https://schema.management.azure.com/schemas/2015-01-
01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"storageAccountTypeFromBP": {
"value": "[parameters('storageAccountType')]"
¥
"tagNameFromBP": {
"value": "[parameters('tagName')]"
3
"tagValueFromBP": {
"value": "[parameters('tagvalue')]"

e PowerShell &%

# Use the reference to the new blueprint object from the previous steps
New-AzBlueprintArtifact -Blueprint $blueprint -Type TemplateArtifact -Name 'templateStorage' -
TemplateFile .\artifacts\templateStorage.json -TemplateParameterFile
.\artifacts\templateStorageParams.json -ResourceGroupName storageRG

6. EWRATHRMACHE, SEL—AELEIEL, UTRAFEIEE ACERE MR, FHRERHE
TRFEESHMB—SE . REIER GUID N 8e3af657-a8ff-443c-a75c-2fe8cabcbs3s HI'FIEE" NE
A,

e JSON {4 -\artifacts\roleOwner json

{
"kind": "roleAssignment",
"properties": {
"resourceGroup"”: "storageRG",
"roleDefinitionId": "/providers/Microsoft.Authorization/roleDefinitions/8e3af657-a8ff-
443c-a75c-2fe8c4bcb635",
"principallds": "[parameters('owners')]"
}
}

e PowerShell &85

# Use the reference to the new blueprint object from the previous steps
New-AzBlueprintArtifact -Blueprint $blueprint -Name 'roleOwner' -ArtifactFile
.\artifacts\roleOwner.json

&k
WAE, E EFMENE, TS RAET . KA, BT AEE .

# Use the reference to the new blueprint object from the previous steps
Publish-AzBlueprint -Blueprint $blueprint -Version '{BlueprintVersion}'

{BlueprintVersion} B NRARKEN 20 M FRUFE. HFNEFF(FEERKEMESHTR FHE, FH
H—BHEHEFERMMIAS, M v20180622-135541 ,



_'_'_‘ N/
B
&/ PowerShell KfiEKEE, Bl ESERLS 1T, FHROIEBMIERSESEBHZREMTH—NIT 5, R
HREEIIEMNT, W REFESES %111, Blueprint SHIEEEHEMIER, EERMHEH. LE. HriH.
BEFME KIS E, ETE New-AzBlueprintAssignment cmdlet £ {# FIPCEZHY PowerShell 4, B 7E AssignmentFile
S JSON X iz Htix s,

1. B FERSBESRIN, BTE. BF'S5& MMEE SHFEINRM objectld HAUTREIZTAR
5 B2, LG ER Azure Active Directory Graph AP| SULEE objectld, MMt B . AR T AE
AssignmentFile F1{#

e JSON X{4# - blueprintAssignmentjson

"properties": {

"blueprintId":
"/providers/Microsoft.Management/managementGroups/{YourMG}/providers/Microsoft.Blueprint/blueprin
ts/MyBlueprint”,

"resourceGroups": {

"storageRG": {
"name": "StorageAccount”,
"location": "eastus2"

¥
"parameters": {
"storageAccountType": {
"value": "Standard_GRS"

s
"tagName": {

"value": "CostCenter"
3
"tagValue": {

"value": "ContosoIT"
s

"contributors": {
"value": [
"7be2f100-3af5-4c15-bcb7-27ee43784a1f",
"38833b56-194d-420b-90ce-cff578296714"

¥
"owners": {
"value": [
"44254d2b-a0c7-405f-959c-f829ee31c2e7",
"316deb5f-7187-4512-9dd4-21e7798b0ef9"

1
¥

¥
¥
"identity": {

"type": "systemAssigned"
¥
"location": "westus"

e PowerShell &%

# Use the reference to the new blueprint object from the previous steps
New-AzBlueprintAssignment -Blueprint $blueprint -Name 'assignMyBlueprint' -AssignmentFile
.\blueprintAssignment.json

o A NEHIFEEIRA


https://docs.microsoft.com/zh-cn/azure/active-directory/develop/active-directory-graph-api

SRR RS i, ELRBIS, JSON S identity HHBHUT. 7
{tenantId} . {subscriptionId} . {yourRG} F {userIdentity} % & N{RAI tenantld.
subscriptionld, FHRA AR S EOFEEIFANE T,

"identity": {
"type": "userAssigned",
"tenantId": "{tenantId}",
"userAssignedIdentities": {

"/subscriptions/{subscriptionId}/resourceGroups/{yourRG}/providers/Microsoft.ManagedIdentity/user
AssignedIdentities/{userIdentity}": {}

}
3

A BRI E AR IR AT LML AT A PR R, RESEERSIA B ERNR,

IMPORTANT
HERTEER M SEMEERR. B Aok HARMMIR, KK ESEW,

HRH 3 B i
ATLLAT R RR T B REREREIE vRIHTEMIR, BRI, 42— B A SR T E

RE ., EEMREKEL, l%ﬁﬁﬁ Remove-AzBlueprintAssignment cmdlet:

assignMyBlueprint

Remove-AzBlueprintAssignment -Name 'assignMyBlueprint'
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https://docs.microsoft.com/zh-cn/azure/active-directory/managed-identities-azure-resources/overview
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T ARI{AI GRS BC i P LUR BN AT E S WRIHE S, UERETURE SRR, R, KM FAEMIERIF KA
ESFERAMTRERENRE, REENAMEER Azure lERIITELEESREALRGE, KMo ERIEREX
B WLAE ST, fBlan:

o MEIEKFRMEMZIFHFNIE

o MMAEFERRESHIA EEAETER
o "B A il Kb iC N DB

o EILAHIT P E A

o I EE B W KAREFIIEE

o HBRE @I 1Y 2 B K

WFRIRA Azure iTH, EEFFIBZATEIER—TRIIK .

REST API AT]

R AREAE REST API, IFE X EE Azure REST API &%, KEUTHE REST API, £EZER URI FIIERIEN, &
S PRI LA = SRR M A X ANl A Azure WEKIBIULEA, HIBREEEMFALELLK, ARMClient F1EM T Ea]
B BN, BIWFEEFER,

AFREEME, 55 Azure % REST AP,

REST API #1 PowerShell

MBETETFHIT RESTAPI HAMIE, i5ZEE A PowerShell 3KEBH, THEZMEH Azure #H{TH R
TRk, BRIk, BNTAREE S, AEMEZEZETIM REST API URI ZEERISHEIERIEX

# Log in first with Connect-AzAccount if not using Cloud Shell

$azContext = Get-AzContext
$azProfile =
[Microsoft.Azure.Commands.Common.Authentication.Abstractions.AzureRmProfileProvider]::Instance.Profile
$profileClient = New-Object -TypeName Microsoft.Azure.Commands.ResourceManager.Common.RMProfileClient -
ArgumentList ($azProfile)
$token = $profileClient.AcquireAccessToken($azContext.Subscription.TenantId)
$authHeader = @{

'Content-Type'="application/json'

'Authorization'='Bearer ' + $token.AccessToken

¥

# Invoke the REST API
$restUri = "https://management.azure.com/subscriptions/{subscriptionId}?api-version=2016-06-01"
$response = Invoke-RestMethod -Uri $restUri -Method Get -Headers $authHeader

B Lm@ $restUri L= HMI {subscriptiontd} , KIEREIT MM XIER o $Response L E AR E
Invoke-RestMethod cmdlet BIZE R, FERIE ConvertFrom-Json Z K8 cmdlet #4797, 1NE REST API RS
A eE M EBERIES, i Invoke-RestMethod B -Body SENIRHE JSON HBXMLZE ,

(ollf= i

EXFEEMEERNE— S ZRETATRMZLE . FAF0I2% V" MyBlueprint' B K&, LABCET (48]


https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/create-blueprint-rest-api.md
https://azure.microsoft.com/free
https://docs.microsoft.com/rest/api/azure/
https://github.com/projectkudu/ARMClient
https://docs.microsoft.com/rest/api/blueprints/
https://docs.microsoft.com/powershell/module/microsoft.powershell.utility/convertfrom-json

ARMEKEDE, RE, FIFFMERL., CREERER, REERRALFNERIE.

NOTE
&/ REST API itf, B SEAEE blueprint XIR . X FRIZHRMNEFSHMNNE, FEEMG N K LRATE LZSH .

EE RESTAPIURI f, EEEH NECHERERMLE:

® (vourMc} - Bt NEEHR ID
® {subscriptionId} - B NIl ID

NOTE
WA LAFEVT O B K. BEERRA, HS AT REIZ0) I E R

1. G2 #IA blueprint W& . WREXBFEAXERIMEN. ZECRMEMTTRA, URABEEZNSH .
SRHEDELRRPUEFBERLL TP RN E R,

e REST API URI

PUT

https://management.azure.com/providers/Microsoft.Management/managementGroups/{YourMG}/providers/M
icrosoft.Blueprint/blueprints/MyBlueprint?api-version=2018-11-01-preview

o iEKIEX


https://docs.microsoft.com/rest/api/blueprints/blueprints/createorupdate#subscriptionblueprint

"properties": {

"description": "This blueprint sets tag policy and role assignment on the subscription,
creates a ResourceGroup, and deploys a resource template and role assignment to that
ResourceGroup.",

"targetScope": "subscription",

"parameters": {

"storageAccountType": {
"type": "string",
"metadata": {

"displayName": "storage account type.",
"description": null
¥
¥
"tagName": {
"type": "string",
"metadata": {
"displayName": "The name of the tag to provide the policy assignment.",
"description": null
¥
¥
"tagValue": {
"type": "string",
"metadata": {
"displayName": "The value of the tag to provide the policy assignment.",
"description": null
¥
¥

"contributors": {
"type": "array",
"metadata": {
"description": "List of AAD object IDs that is assigned Contributor role at
the subscription”
¥
¥

"owners": {
"type": "array",
"metadata": {

"description": "List of AAD object IDs that is assigned Owner role at the
resource group"

¥
"resourceGroups": {
"storageRG": {
"description": "Contains the resource template deployment and a role assignment.”

L EITRBRMARSE, WKIEXRE U E RS 5SHEE iR — BB E L R LUE RIS R K A
HBHERSN , ETEMRGG, ERFHEERFEENAR, BENERSEIREDAMRENSH, R
515 F3 GUID  b24988ac-6180-42a0-ab88-20f7382dd24c H1"S5E" NERAE,

e REST API URI

PUT
https://management.azure.com/providers/Microsoft.Management/managementGroups/{YourMG}/providers/M
icrosoft.Blueprint/blueprints/MyBlueprint/artifacts/roleContributor?api-version=2018-11-01-
preview

o iERIEX



"kind": "roleAssignment",
"properties": {

"roleDefinitionId": "/providers/Microsoft.Authorization/roleDefinitions/b24988ac-6180-
42a0-ab88-20f7382dd24c",

"principallds": "[parameters('contributors')]"

3. TP RIRMER 2 EL. THRIESAIE LB ML, BRIEEIRE X —BMRENE, FHERERKOE, U
EREEERSELREPEEMNEE LEKNSH . LREIER GUID

49c88fc8-6fd1-46fd-a676-f12d1d3aac71 F"FFhnic R E B E N B F 7R4L RE KK,

e REST API URI

PUT

https://management.azure.com/providers/Microsoft.Management/managementGroups/{YourMG}/providers/M
icrosoft.Blueprint/blueprints/MyBlueprint/artifacts/policyTags?api-version=2018-11-01-preview

o iHRIEX

"kind": "policyAssignment"”,
"properties": {
"description": "Apply tag and its default value to resource groups",

"policyDefinitionId": "/providers/Microsoft.Authorization/policyDefinitions/49c88fc8-
6fdl-46fd-a676-f12d1d3ad4c71",

"parameters": {

"tagName": {

"value": "[parameters('tagName')]"
¥
"tagValue": {

"value": "[parameters('tagValue')]"
¥

4. TEIT R HRoNTEME AR (B 8 A storageAccountType S0 B E KRS HES o MDA SERE B B &R
THERLEENNSHATHZSN B ER, R FlF, storageAccountType AFHE FIRA L WE—Nrid o
ILERBEX T -SRI QIBMFMIK - FER. LREIER GUID A
49c88Fc8-6fd1-46fd-a676-F12d1d3asc71 B {FhRic R EBRUE R FF 5ER 41" NiE KB

e RESTAPI URI

PUT

https://management.azure.com/providers/Microsoft.Management/managementGroups/{YourMG}/providers/M
icrosoft.Blueprint/blueprints/MyBlueprint/artifacts/policyStorageTags?api-version=2018-11-01-
preview

o iHRIEX



"kind": "policyAssignment",
"properties": {
"description": "Apply storage tag and the parameter also used by the template to resource
groups”,
"policyDefinitionId": "/providers/Microsoft.Authorization/policyDefinitions/49c88fc8-
6fdl-46fd-a676-f12d1d3a4c71",
"parameters": {
"tagName": {
"value": "StorageType"
9
"tagValue": {
"value": "[parameters('storageAccountType')]"

C ERRATRMER, HREEFEMRAEREXDIEERGEN JSON 4, FHER
properties.resourceGroup E X Bir5HiR4L . Rt R MER—— 1416 storageAccountType, tagName #
tagValue i KIS %, LRI E E FERAXLESH, BilE L properties.parameters Fi& F /{5 ATFEAE
AIRERR JSON M, ISR HERER . i EKARRS HE A LAERE, Bx5Fanfal 53 5] M E 5B £ A
AR E B UBR R R il

e REST API URI

PUT
https://management.azure.com/providers/Microsoft.Management/managementGroups/{YourMG}/providers/M
icrosoft.Blueprint/blueprints/MyBlueprint/artifacts/templateStorage?api-version=2018-11-01-
preview

o iHKIEX

"kind": "template",
"properties": {
"template": {
"$schema": "https://schema.management.azure.com/schemas/2015-01-
01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"storageAccountTypeFromBP": {
"type": "string",
"defaultValue": "Standard_LRS",
"allowedValues": [
"Standard_LRS",
"Standard_GRS",
"Standard_ZRS",
"Premium_LRS"
1,
"metadata": {
"description": "Storage Account type"

¥
"tagNameFromBP": {
"type": "string",
"defaultValue": "NotSet",
"metadata": {
"description": "Tag name from blueprint”

s
"tagValueFromBP": {
"type": "string",



"defaultValue": "NotSet",
"metadata": {
"description": "Tag value from blueprint"

¥
"variables": {
"storageAccountName": "[concat(uniquestring(resourceGroup().id), 'standardsa')]"
¥
"resources": [{
"type": "Microsoft.Storage/storageAccounts”,
"name": "[variables('storageAccountName')]",
"apiVersion": "2016-01-01",
"tags": {
"[parameters('tagNameFromBP')]": "[parameters('tagValueFromBP"')]"
¥
"location": "[resourceGroups('storageRG').location]",
"sku": {
"name": "[parameters('storageAccountTypeFromBP')]"
¥
"kind": "Storage",
"properties": {}

3,
"outputs": {
"storageAccountSku": {
"type": "string",
"value": "[variables('storageAccountName')]"
}
¥
¥
"resourceGroup": "storageRG",

"parameters": {
"storageAccountTypeFromBP": {
"value": "[parameters('storageAccountType')]"

1
"tagNameFromBP": {

"value": "[parameters('tagName')]"

¥
"tagValueFromBP": {

"value": "[parameters('tagValue')]"

6. EWRATHAMACRHE, S E—AEHETRL, LUTRAFFIEE ARERTE AR, FRERME
TRITFHEESHBRB—S5 . RFIER GUID N se3af657-as8ff-443c-a75c-2fe8cabcbe3s HI'FIEE" NE
A,

e REST API URI

PUT

https://management.azure.com/providers/Microsoft.Management/managementGroups/{YourMG}/providers/M
icrosoft.Blueprint/blueprints/MyBlueprint/artifacts/roleOwner?api-version=2018-11-01-preview

o iHRIEX



"kind": "roleAssignment",
"properties": {
"resourceGroup": "storageRG",
"roleDefinitionId": "/providers/Microsoft.Authorization/roleDefinitions/8e3af657-a8ff-
443c-a75c-2fe8c4bcb635",
"principallds": "[parameters('owners')]"

}

iR AL
WE, DIEEARMENER, ATLFEKTT. KfE, BIeHFESEENTH,
e REST API URI

PUT

https://management.azure.com/providers/Microsoft.Management/managementGroups/{YourMG}/providers/Microsof
t.Blueprint/blueprints/MyBlueprint/versions/{BlueprintVersion}?api-version=2018-11-01-preview

{BlueprintVersion} BENGRRKEN 20 M FHUFE. #FMEFHF (T EEEREMIFHFR) FRE, F/
H—HEFERHMHAZE, 1v20180622-135541 ,

BRI

5 F REST API kfiEKfE, BNRIFE S ERL1T . FHREEMER SRS EEBHERSMTH— T, RE
KREZNEMNTN, WREFE S EL1ZT b WRIEXAEEE S BRI, @A E CheEm stRARE S
Mg, FERMERHLEE X MARESHFH—THS T HMMIE &R .

EE1 RESTAPIURI #, &8 ABCWEMERNLE:

® {tenantid} - ¥ NFH) ID
® (vourMc} - B NEIEAH ID
® {subscriptionid} - B NITH ID

1. wEWITTHE, A Azure BEARS EARREFIEE AR . Appld 2FFEH (
£71766dc-90d9-4b7d-bdod-4499c4331c3f ), BARS 4K ID RIEFH " £ B TR, AILMERLLT REST APl iR
HAARTEMER. EREREATRIRMM Azure Active Directory Graph AP,

e REST API URI

GET https://graph.windows.net/{tenantId}/servicePrincipals?api-version=1.6&%filter=appId eq
'£71766dc-90d9-4b7d-bd9d-4499c4331c3f"

2. B FEKEESEE N, STITE. BF'SE5FE M AAE SHERIAMN objectld AR FHES
fid, {8/ Azure Active Directory Graph AP| 4% % objectld, LItECRIA . ABIRS EARATFIHRIEX
F,

e REST API URI

PUT

https://management.azure.com/subscriptions/{subscriptionId}/providers/Microsoft.Blueprint/bluepri
ntAssignments/assignMyBlueprint?api-version=2018-11-01-preview

o iHRIEX


https://docs.microsoft.com/zh-cn/azure/active-directory/develop/active-directory-graph-api
https://docs.microsoft.com/zh-cn/azure/active-directory/develop/active-directory-graph-api

"properties": {

"blueprintId":
"/providers/Microsoft.Management/managementGroups/{YourMG}/providers/Microsoft.Blueprint/blueprin
ts/MyBlueprint”,

"resourceGroups": {

"storageRG": {
"name": "StorageAccount",
"location": "eastus2"

9
"parameters": {
"storageAccountType": {
"value": "Standard_GRS"

s
"tagName": {

"value": "CostCenter"
s
"tagValue": {

"value": "ContosoIT"
3

"contributors": {
"value": [
"7be2f100-3af5-4c15-bcb7-27ee43784a1f",
"38833b56-194d-420b-90ce-cff578296714"

3
"owners": {
"value": [
"44254d2b-a0c7-405f-959c-f829ee31c2e7",
"316deb5f-7187-4512-9dd4-21e7798b0ef9"

1
¥
¥
¥
"identity": {
"type": "systemAssigned"
¥
"location": "westus"
¥
R S BRI E bR

HES BN AMERA " D EMNEER N, L RFIg, 15KIEXH identity 37 Fain T : 4%
{yourRG} F {userIdentity} 73 HEH ARRMABMINA " HEIEERIHMHAT,

"identity": {
"type": "userAssigned",
"tenantId": "{tenantId}",
"userAssignedIdentities": {

"/subscriptions/{subscriptionId}/resourceGroups/{yourRG}/providers/Microsoft.ManagedIdentity/user
AssignedIdentities/{userIdentity}": {}

}
¥

AP S EMEER IR ML FEENT HATURA S, RESECEEIMA B HERNE,

IMPORTANT
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https://docs.microsoft.com/zh-cn/azure/active-directory/managed-identities-azure-resources/overview
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RE, EEMRIERSES, E#EALLT REST AP| 124

e REST API URI

DELETE

https://management.azure.com/subscriptions/{subscriptionId}/providers/Microsoft.Blueprint/blueprintAssig
nments/assignMyBlueprint?api-version=2018-11-01-preview

i) B s Pl
EEMREKIARE, H5ERLT REST APl #21E:

e REST API URI

DELETE

https://management.azure.com/providers/Microsoft.Management/managementGroups/{YourMG}/providers/Microsof
t.Blueprint/blueprints/MyBlueprint?api-version=2018-11-01-preview
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o KA TR R EIRBIBIARM R TR, RBIEFEARI two-rgs-with-role-assignments,
o ENME  FRERSHFUFERRABIAREINNERARITH,
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6. AEMBREKRRAINITESIR, AREIEXFANHRIEL, EERAEFAN ProdRG # PreProdRG, TE#i K& ELD
B, [ EESN R EHMELAEHAME, N ProdRG ZBEAHANE"S5E AR, N PreProdRG ¥B4H 5
B'AAEE N TRE AR, EXNTLENABRIEHAN, ENEEACMA . NASA R KB HAN
-V-XLIEB,‘]O

7. BRTEKTAE, L REFER

It 25 PRTE e T B B R AL BT B o Q3 TR IR T ORI, X ERFFAE EIE XM B BT ML TR a5
BRI K, AR TRAIREFIEEUAFITHNERR, B2, LINETEI AR MM —IR T,

RAF I EIE T T BRI S, FEIT -,

RARBIEIAR

HEAMRPORERTAMEIAR, ZEIAEURELAT EfREX, BORFELRH, REFTRIEMBEE,
AIREM AT R B E G RIRGIMEIAR, ABREF B ARSI TEMER,

1. EEMEE S, EFERS . BRFEFE
2. EEMEREKE T, #AEsHE two-rgs-with-role-assignments 15 E X, FIFEiEH,


https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/tutorials/create-from-sample.md
https://azure.microsoft.com/free/

3. EFEUE AR KA. EANMHFERD, WA 1.0 FEVEEROIBIAMIRA . LUSHEEHR, 1t
BHIFEEA, REFICER, fin, "EF XA RBAC MTURA KR AHIE —MRAE" . AREiEFI
EEEDRT A A

AL AT KIS ERIT . Al (hRldtfT R, HEMTHMER, FEERAHFHMRA AN, SRR
— K E X RRAZ B HER.

R EIE CRT T BRI EE, FEIT SR,

S ECRBIEIAR

BUA W ERPIEIA R, AR ESESICMEMEEAREMNTH, FLLEh, FRESBREE KRG
BIAMB T MEREHE—,

1. AEMERSP, EF ARG . BRIFEEEE",
2. EEMES WEETE LW, ERAHiLIEHKE two-rgs-with-role-assignments I KT X, FFE kS,
3. PRI LU E AR R BE
4. REIE KD ERIS I
o Eiil

o Wk :EEERAIBIAFFREFRMNEBHPERE—AHZ NI, MBEFZNITH, FEAKA
HSBAENIT HAIBR— M5B

o HEAT: RARRIEEKIE XA ML ETI IZEL .

o fIE: ﬁﬁETEEP@JL?%M‘ﬁL IR, Azure ¥ EIE A EIRIRTES \Eﬂﬂﬁﬁﬁ@qﬂ‘:?ﬂ%ﬁﬁﬁlﬁ
B, HEETRILMER, HSH Azure THRIFEE IR, RBIBEET RERE 2

o ¥ EE A EFRBIHE K E LBIARK B KA MRA 1.0,
o HiHHES

R ERRK, AXBEZER, WS HRYE,
o EERHN

REEAM RASE EI. BXIFMMER, WSHEEIH,
o TiEZH

HEARMDEXHSHFNATE LT XESHNTE, XESHETIHESH BNENRESRE
KA E LB, X TFENUE, HRSHBEENE" SIRE LBE. XF {vour 10} , WFILFFIRE]

Azure PR,

5i B 4 # iR kR SHEWH LN L

ProdRG %R R & ¥ ProductionRG EXE—NERA
EE

ProdRG %t R4 TR g XETEER 2 WEHE—MHIRA
FIIE,

5% ABNE A {#r#4 1D} ENER'SE
E'AHBEFE—D
PR R AR

Frkd,


https://docs.microsoft.com/zh-cn/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/zh-cn/azure/active-directory/managed-identities-azure-resources/overview

WH% W TiH K E SHETH & BLEA

PreProdRG # iR 4H HIRA & ¥ PreProductionRG T XEZANGRA
e

PreProdRG #tiR41 RiRA K& EEHE WEE = TRA
BIGIE .

mEE 5 E R et 1D} TN ER A
EHHBEFE=
7 L e B4
RET

BEE AR R sa {fR&4 1D} TE XEF LR
FHBRTE=D
R AR A
PR,

5. MAFBESHE, L TEERKM DIE",
I HRAREE X TR, FRELEMSSE. NMAERYRKATEREFERTEN 30 24,
"SR RS T B ILE, HEIT -5,

B EERE R BEIR

B E R QI F RER I I E (R E LRI B . AT AT i R 53 B @ 1 B AR R A BURAIR A

—_

- EENEESD, L FRERS . ERFEFEEE"

[\

L FEEMER D EER T, RTS8 E] Assignment-two-rgs-with-role-assignments 1 K538, FHIFE
pri== N

AT, AIUEIISERINER. CIRMTRIIR R E G KBERS, MREH T HE, "DEEHEE TR
RELDTAXREBTE URAMENTEMER, AT LIIHMETEQRTR, T ZTRNEMSE T,

3. &P ProductionRG" & R4,

AILEER], ZRIRAMA T2 ProductionRG, MAZ B & RBH ProdRG, IthB ¥R5 1 15153 BL # A] 5
RIfEFEPCED

4. FEEM LSV FZEFIAM) T, REEFE BRIE LR,

FEUAFTLLER, NREIK 2T TSR SRS 5EE AR, Assignment-two-rgs-with-role-
assignments EENEEF ' EE AR, EATRARER XS RUEN, XENBRLATERRER K
@-‘i M ‘(J’Z};‘Eo

5. ¥£ Azure | J/YRB SR A, EFEAssignment-two-rgs-with-role-assignments” IR Bl §i]— T &, AfEik
$"PreProductionRG" R4,

6. FEEMBEFE VI EERIIAM) T, REFILEE BB DB LR,

FLARTERER], AR RP TR SEHA AR M S RE AR, SE— MR, iR
SENERTREE AR,

7. RSB LR,

ZER S BRAMEMTURAPCRET —MEL S E, LURHSCHE R KO ERR, 24 SR
B LR EFENIREAIITREMRE, BLASESFMATE TR,


https://docs.microsoft.com/zh-cn/azure/role-based-access-control/deny-assignments

8. IEFIZABANE, REEEMIEF ELRMBIR" I

Z3E A 5 ECIEFERE AL * #0 Action ECERIFT A 1R1E, (ERVFEIL NotActions BERR */read, LULLIEATIE
i1,

9. T£ Azure [']JRBE FAH, i%£4E"PreProductionRG - 15 M#EFI(IAM)" . TEZE ML HE 8RR T, SRE1% 5 HIBR
HRA ¥R, Hi AR TR PreProductionRG LIEUMIBR, AR IEFFEEESE MR,

B &R R 1T BN M BR PR 2L PreProductionRG &I, fiixmpig, REMAIK " BHUNER R4, B
WD B T Ui, BBIETS, BTG Ko BN sH T R E RS EER, ERBREEEFHR
gk (REQFHEE") MRER, BXELER, HSHERTRIE,

XEESPETR T HAMTURZRETE LOZ2H, ERURBERS MR, EERLEESF R HATH

R H 53 B i
BE—5 RHREENRRLNBOVR, HRARFLHREHBNTIE.
1. EENWE, ARG BRI

2. EEMERE SECRIE KT, ALK EI Assignment-two-rgs-with-role-assignments ¥ K5 B2, FHiFH
e,

3. e UUE AR AT BUE 2 Be ik K 4R, DT ER I E S, REERFAE",
BRI S B, i Bt = — FEMIBR . BERPERAIK T DL AT UM BR G2 B BLR

4. 7£ Azure P HREFETURA", AL ProductionRG",

5. EEMEF Vi HEEFIAM) T, REIEF BESE 1L+,

BIHRANREMMEARENARLER, BHEHSESBER THEE VIR,

MRS K EE RS T BRI, FEIT -5,

=E= YR
/B EE%':/JE\
SERABIERE, EMERLLT HIR:

e ZiB4 ProductionRG
o B PreProductionRG

o EKE X two-rgs-with-role-assignments

fRB: Ik

o TG EMEL

o THRMAIFERFLMIIESH

T AR GNRT 38 AR K PR B RE

T ERGNA] B TE SCHE R B R
TR E IR IA 2B

150 PR UL A A 5 7E WA BT 53 B B ) i R )



I8 A Azure W B RORTFI IR

2019/8/26 + » Edit Online

A Azure B HRYAT LUR I FTERE R DUR, P ERI Rk (BMEFERNA AR ARK, LEER
%) o AIFE U ETE R R RN PR E AR AR B Q2 M TR

HEAHRED, REERUATHIE:

I ERE X

i EE Ric N E R
Tl EIE XA BRI A BT 17
AT LR AL

BRH 73 B i J] AN BR 8

FREH
FE— Azure i I BESERULATE, INEIRA Azure iT 1, HIEFFIA 2 AT QIE— 200K,

GIE i K E X

BB ERE X,

1.

2.

HEEMBEES, EFERS . BRIFEFER" .
AEEMB T 7, G IRER T IR,

. FEUUE DERECEN " ZE B K R, e AZE B R TR

AERER LI EMALER:

o i KB FR R EIRBIBIAR R TR, KEIZFEARH locked-storageaccount,

o A kRN K E L HITBR, ERATINAESE SURP AR TRIRBE",

o ENME AFERSIRM (), AREFEFERE UREFIIMEEHII,

PR E TR B RNk, Sk i EERK T 08",

AT R 00 B B IR -

a. "B kSR A 1T,

b. T IWE KB FER TIRA"

c. H'UiB ERE#%E N RGtoLock,

d fFERARH MNE" ERBNE, BHFRARESIERMELEFZERIE, UEEBRNIIESH
e. MEFEHNIN R B A ENE K,

- ERRAT RMENR:

a. T£"RGtoLock"§c B T I B 17 .

b. "W B KB Tk Azure FUREESHFEMR", 50 B 5RB ¥ B E " StorageAccount”, FF1F B &
BAZE,

c FEER G LE, FUTRREEFERAN B A RER, ARG, L85 R0 Fit i 8 R
WK,


https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/tutorials/protect-new-resources.md
https://azure.microsoft.com/free/

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"storageAccountType": {
"type": "string",
"defaultValue": "Standard_LRS",
"allowedValues": [
"Standard_LRS",
"Standard_GRS",
"Standard_zZRS",
"Premium_LRS"
1,
"metadata": {
"description": "Storage Account type"

¥
¥

"variables": {
"storageAccountName": "[concat('store', uniquestring(resourceGroup().id))]"
9
"resources": [{
"type": "Microsoft.Storage/storageAccounts”,
"name": "[variables('storageAccountName')]",
"location": "[resourceGroup().location]",
"apiVersion": "2018-07-01",
"sku": {
"name": "[parameters('storageAccountType')]"
b
"kind": "StorageVv2",
"properties": {}
Jap
"outputs": {
"storageAccountName": {
"type": "string",
"value": "[variables('storageAccountName"')]"
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Role assignment |1 out of 1 parameters populatedl
Policy assignment MNone
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| Set value(s)

This value should be specified when the blueprint is assigned

Location

| East US ~

|:| This value should be specified when the blueprint is assigned

Resource Group Tags (Optional):

TAG NAME TAG VALUE

Enter tag name

M REST APl #EFHESH
EE1 RESTAPIURI #1, 5B B CWEMERNL S

® {YourMG} - BN EBHAMAT
® {subscriptionId} - B NTT[ ID

PASEEIE 44

@it REST API G5 KR, aTLAEIER KIS %, Ak, WEEALT REST API URI FIEXXH#
= :
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PUT

https://management.azure.com/providers/Microsoft.Management/managementGroups/{Your
MG}/providers/Microsoft.Blueprint/blueprints/MyBlueprint?api-version=2018-11-01-

preview
® HRIEX
{
"properties": {
"description": "This blueprint has blueprint level parameters.",
"targetScope": "subscription”,

"parameters": {
"owners": {
"type": "array",
"metadata": {

"description": "List of AAD object IDs that is assigned Owner
role at the resource group"

¥

¥
"resourceGroups”: {
"storageRG": {

"description": "Contains the resource template deployment and a
role assignment."

}

RE RS SHE, ERERNEZEEMIE EERZSH, LT REST API RAEIFEHE
KLEtZAaesiRuE, FERERZINISH.

e RESTAPI URI

PUT

https://management.azure.com/providers/Microsoft.Management/managementGroups/{Your

MG}/providers/Microsoft.Blueprint/blueprints/MyBlueprint/artifacts/roleOwner?api-
version=2018-11-01-preview

® IHRIEX
{
"kind": "roleAssignment",
"properties": {
"resourceGroup": "storageRG",
"roleDefinitionId":

"/providers/Microsoft.Authorization/roleDefinitions/8e3af657-a8ff-443c-a75c-
2fe8c4bcb635",

"principallds": "[parameters('owners')]"

T RBIG, principallds EE@id [parameters(‘owners')] BU{E{EF owners i E%4 S,
FRERASHENE P RESHINEHE SRR, HRASHTEEE RSB E &
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e REST API URI

PUT
https://management.azure.com/providers/Microsoft.Management/managementGroups/{Your
MG}/providers/Microsoft.Blueprint/blueprints/MyBlueprint/artifacts/policyStorageTa
gs?api-version=2018-11-01-preview

® iFRIEX

"kind": "policyAssignment"”,
"properties": {

"description": "Apply storage tag and the parameter also used by the
template to resource groups”,

"policyDefinitionId":
"/providers/Microsoft.Authorization/policyDefinitions/49c88fc8-6fdl-46fd-a676-
f1l2d1d3a4c71",

"parameters": {

"tagName": {
"value": "StorageType"

s
"tagValue": {
"value": "Premium_LRS"
}
¥
}
¥

EHESHANHR NESH . KSHRAEEKPE N, MBEERTE L EEEE L8,
ARRARGI D, ERANESHBNHRABHEE L. BROEHEN, EFfRHTENS
Mo B XIEKEREBIISIR, S0 EEEERSE,
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=L,

4. FEHEEE" L KB 'HESH 0. EAEL—NMAESHHUETNERE
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SR, W EE LLASERE K 7 B,

Artifact parameters
ARTIFACT / PARAMETER PARAMETER VALUE
¥ Subscription
¥ * ResourceGroup
Resource Group: Name Set value(s)

Rescurce Group: Location

M REST API R EEZIESH

ENERHANEENSSHRBETIEERAHTRN, REMEFSERAERINSEH (), M2
RE—NEENFHE, RRAMIIE 2ERERE . name F1 location B E L H,
BEMTE R ESETE parameters TEA <& > FME B HHTE L. B NHE



HNREHMDESHEE T EH, WHEFRERM.

e RESTAPI URI

PUT

https://management.azure.com/subscriptions/{subscriptionId}/providers/Microsoft.Bl
ueprint/blueprintAssignments/assignMyBlueprint?api-version=2018-11-01-preview

o iHRIEX

"properties": {
"blueprintId": "/providers/Microsoft.Management/managementGroups/{YourMG}
/providers/Microsoft.Blueprint/blueprints/MyBlueprint”,
"resourceGroups": {
"storageRG": {
"name": "StorageAccount”,
"location": "eastus2"

¥

"parameters": {
"storageAccountType": {
"value": "Standard_GRS"

s
"tagName": {

"value": "CostCenter"
b
"tagValue": {

"value": "ContosoIT"
s

"contributors": {

"value": [
"7be2f100-3af5-4c15-bcb7-27ee43784a1f",
"38833b56-194d-420b-90ce-cff578296714"

]

¥
"owners": {

"value": [
"44254d2b-a0c7-405f-959¢c-f829ee31c2e7",
"316deb5f-7187-4512-9dd4-21e7798boef9"

]
¥

}
¥
"identity": {

"type": "systemAssigned"
1
"location": "westus"
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o TURAF AESE TEKNERMHERF
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NOTE
A& ORI AT S| RE B 882 =R,

B CHEF I

9B R &I 5E I, ATRE R ENRFE R QI TR, WARMRE LEREXIHEE LS
BEN Azure TUREEBRR . I KB IVFE CHEF I R AL A,

PP 2BId7E JSON HI%E X dependson JEMEFRSLIA, FHRALFNI B X R BVIE K E L Fitt
B, dependson ZTECIEHFEIR AT ECIZRIIIE B FHIF R B4

NOTE

BIZE W ORI, BN {EFAREST API, NI4T B ZHUREMF M2 R ERE £ #1 (R (&
FAPOWERSHELL) 2t URL #fis, %iE #H# ResourceGroup 5| AIE W KE L E XHI_%iE_4H351H
U

~BI-B R RA
lﬂ:ﬁ‘ﬁ“ﬁ @EXE%—’P%E?H, @ﬁ/ﬁéﬁlﬁﬂ?gﬁ E’]fﬁ dependsOn u&ﬁ/&ﬁﬁéﬂiXT =]
E X HIEEFIF, EXMERT, £ N assignPolicyTags"#35i B $F7£ "ordered-rg" % R4 2 Bl


https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/concepts/sequencing-order.md
https://docs.microsoft.com/rest/api/blueprints/artifacts/createorupdate
https://docs.microsoft.com/powershell/module/az.blueprint/new-azblueprintartifact

H4TALI8, standard-rg FHEECABEF INF TR,

{
"properties": {
"description": "Example blueprint with custom sequencing order",
"resourceGroups": {
"ordered-rg": {
"dependsOn": [
"assignPolicyTags"
1,
"metadata": {
"description”: "Resource Group that waits for 'assignPolicyTags'
creation”
}
¥
"standard-rg": {
"metadata": {
"description”: "Resource Group that follows the standard sequence
ordering"
}
¥
3
"targetScope": "subscription"
¥
"type": "Microsoft.Blueprint/blueprints”
}

B - 65 A B X SR B35 B

LERBIR— N RBBUE, EERET—1 Azure HIREER[EMR, RIFKABF, KEEIIEFE
F Azure THREEBRERCIE ., LBEF VRSB F5F Azure THREEFERTRAIE.

"properties": {
"displayName": "Assigns an identifying tag",
"policyDefinitionId":
"/providers/Microsoft.Authorization/policyDefinitions/2a@el4a6-b0a6-4fab-991a-
187a4181c498",

"resourceGroup”: "standard-rg",
"dependsOn": [
"customTemplate”
]
¥
"kind": "policyAssignment",

"type": "Microsoft.Blueprint/artifacts”

T -AR 8 %R ZH B VT R 2% ) AR A T

R BIE R F 1T P00 BRE R PR E IR AR AR AR, LUK T 5UIRAL. BOABERF , [JEIXE 3
TRA B TURAFNF B ZBTERIT B S0 W E . PR K E LRTE X, TR

"resourceGroups": {
"wait-for-me": {
"metadata": {
"description": "Resource Group that is deployed prior to the subscription
level template artifact”
¥

RYE "FRE " TURAMTE X, 1T HZONERIE BE 0T AR



"properties": {
"template": {

1

"parameters": {

¥

"dependsOn": ["wait-for-me"],
"displayName": "SubLevelTemplate",
"description": ""

¥
"kind": "template",
"type": "Microsoft.Blueprint/blueprints/artifacts"
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BOE, XAMWIERT, dependson EFEBERBRINKIBEFINF BT HTEMER,

R

THREF SR,
TRRMfEME AR SIS S,
T AR ADART R AR P R
TR E R ILA L.

15 P — fik e B PR 7E 1 1l B 0 B 40 1) 3R ) L

o



T fi# Azure Wi BRI TR TE

2019/9/4 « » Edit Online

WEFEE—N AT Z— BTSN, KUEE - RY S EERNE.
AR Azure 5K PR TURBIEN TERE, FEAE RRVEMRGIUR_B4
SEC_BIN A, WS PR HT TR EAR

PERKXFRE

PERXERATEHKSE, BEF=ZMET:FUE". "R TAEZMR . £l
B R B BB hEE VI ER N, AT LLE N BT i K 2 BL R WE T R B8
X, BR TRl ERIERRN,

RSB BRIB EMTRERLMIRE REE" "R TR/
BRERTEEMER" . BRI E SRR LU TR RS, TRAUUATHRERR
BPRS

B i E R R RE il
FHE * RYGE PR Z W EIRY
EEIR At A TF M

5> B4V ER AN
B R A E
BRI B M

e

Rik HiRA T ik dm e /I BR HIRA R, &
B ERObRIC TR
1B, ATLLMIL R
iR, #3), B
B BR " R E "
/:JEO

j=51 JEFIRIUL j=R5% LR ARKE T %
HRER -- TEX
BT ENE MR

1 70 i B * T iE MR TR LB, 1B
SEMMBR, BT LAMIE
TR, #3), B
SR ER I B R A TE "
/:JE‘O

BEEHEIRS

BEAUAVEN H EEFEEMET ARV ER (RBAC) HEA (FIan"FrE
AR BRIMRERTIR, QERECHENSEFNATYER, TEETIL
Vil MRFERA R R FEMBR EBE T 578, WEMEIT A S thT RN Z
Ry GURINATRE L AR 4%

It % e R LR B IR S B0 AT R B e g2 A M PR E S )
BAIE 2 (5 B — B


https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/concepts/resource-locking.md
https://docs.microsoft.com/zh-cn/azure/role-based-access-control/overview
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o FERATRER N FUE BEER

o BRI EAE
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il 38

i K4 RE B T4 TR 3

ISR 15 PSR £ T R B R BRI, W REESEM T RBAC 15205 BRtE
A RAE R AT UIE VR, VAR R I S RAOIEE bR, 3t AR
— R NMIE ORI, LRSI HE, LT L
EBIRR IS P

f LockedByBlueprints - Access control (IAM)
Resource group

Cirles « == rdd  E2 Editcolumns ) Refresh

[ Overview | Checkaccess Role assignments Deny assignments  Classic administrators ~ Roles

Activity los H 3 )
= ¥ieg i Deny assignments block users from performing specific actions even if a role assignment grants them
2l Access control (IAM) { access. At this time, deny assignments are read-only and can only be set by Azure. Learn more 2

| NAME DENIED EXCLUDED PRINCIPALS scope
& Tags |

Events Deny assignment ‘27ae2c52-ef23... o ; All principals Yes This resource

BMEAMIEL SRR TR

PERMISSION EXCLUDEPRI DONOTAPPL
PERMISSION  S.NOTACTIO PRINCIPALS[ NCIPALSIILI YTOCHILDSC
gt S.ACTIONS NS IL.TYPE D OPES
Rk * */read SystemDefi excludedP BEIRAL-
ned rincipalsH true; ViiR-
(Everyone) B E K 5 B false
FAME X
1 7 R */delete SystemDefi excludedP PR -
ned rincipals true; 7iiR-
(Everyone) B IE B 3 ER false
MAFE X
IMPORTANT

Azure FREER T LUFARSRFAMERLFRS 30 H4h. Hit, &K R ERIIEL S
BRE AR MERTRER R BISE £ A R, FELLIN WERA, BIRETTEMI BRI B I R BRI B 2R

MIEZE S EC P BEBR 1K

ERELELIHZTEAEDR, ATRFEFTAMER S ROIBEA S EEP B, X2
7£ REST API FRSERIHY, AR ECIE D EN, {RESIMERME "BiE" BEH
#lexcludedPrincipals#4l, T @2 &excludedPrincipalsiiF K 1E 3R


https://docs.microsoft.com/zh-cn/azure/role-based-access-control/deny-assignments
https://docs.microsoft.com/zh-cn/azure/role-based-access-control/deny-assignments
https://docs.microsoft.com/zh-cn/azure/role-based-access-control/deny-assignments
https://docs.microsoft.com/rest/api/blueprints/assignments/createorupdate

"identity": {

"type": "SystemAssigned"
s
"location": "eastus",

"properties": {

"description”: "enforce pre-defined simpleBlueprint to this XXXXXXXX
subscription.”,

"blueprintId”:
"/providers/Microsoft.Management/managementGroups/{mgId}/providers/Microsoft.Blu
eprint/blueprints/simpleBlueprint”,

"locks": {

"mode": "AllResourcesDoNotDelete",

"excludedPrincipals": [
"7be2f100-3af5-4c15-bcb7-27ee43784al1f",
"38833b56-194d-420b-90ce-cff578296714"

})
"parameters": {
"storageAccountType": {
"value": "Standard_LRS"

s
"costCenter": {

"value": "Contoso/Online/Shopping/Production”
})

"owners": {
"value": [
"johnDoe@contoso.com",
"johnsteam@contoso.com"

}
1
"resourceGroups": {
"storageRG": {
"name": "defaultRG",
"location": "eastus"

-
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A LU#E FHAz Azure PowerShell module B KN EE, EHRZEFRI. /2. BHAOMRLE ., BHE T UKERE
EUAEEEXHEMER, AXNHNAIREZIBELFFRERE,

#0 Az module #&E

ZE S A Azure PowerShell SEEE W 0B, W ARMAEL:, B A LIS 7E AR ER PowerShell LLE Azure
Cloud Shell —#2{# M, thal L5 Azure PowerShell Docker B{&—#2{#E A,

HARER
Azure ¥ EIFEIEZ LIT B4

e Azure PowerShell 1.5.0 NESRA, HRIRRE, iHEMEXLIHA,
e PowerShellGet2.0.1 EEGIRA ., HiMRLEHEH, iFETEIXL N,

REER
BT PowerShell B Kl#EH A AZ,

1. MEIE PowerShell 12 RFFBITUL TGS

# Install the Blueprints module from PowerShell Gallery
Install-Module -Name Az.Blueprint

NOTE
INRAzE L%, N ETREEE(E A -AllowClobber FrRHIRE,

2. BIFRBE S AZERBZENEMHIRA (0.1.0):

# Get a list of commands for the imported Az.Blueprint module
Get-Command -Module 'Az.Blueprint' -CommandType 'Cmdlet’

. e = O
HRER I TE X
HEIREMNE—SEERFETEKE X5 M, cet-AzBlueprint Cmdlet FKEX— P B Z N EKE Lo Cmdlet 7]
LIMEIRZ -ManagementGroupId {mgId} Bi{$FH -subscriptionId {subId} V] [AFEEWE KIE L, NameS kB KIE
X, {B#rZii 5 ManagementGroupldziSubscriptionld— 2, lRA T 54 F—&FE A, LEEEHT T iR E
BIIEEITE Lo FFR -LatestPublished AT RERERIL K AHIARA, MAZMA

TEARBIER Get-AzBlueprint MIRTRN {subrd} BUEFTE T HIZRERE R "101-W -5 SC-1T 1" BORR A kA B 1 1
E X


https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/how-to/manage-assignments-ps.md
https://shell.azure.com
https://hub.docker.com/r/azuresdk/azure-powershell/
https://docs.microsoft.com/powershell/azure/install-az-ps
https://docs.microsoft.com/powershell/gallery/installing-psget

# Login first with Connect-AzAccount if not using Cloud Shell

# Get all versions of the blueprint definition in the specified subscription
$blueprints = Get-AzBlueprint -SubscriptionId '{subId}' -Name '101-blueprints-definition-subscription’

# Display the blueprint definition object
$blueprints

BB S hRAE KT AR H a0 TR

Name : 101-blueprints-definition-subscription

Id ¢ /subscriptions/{subId}/providers/Microsoft.Blueprint/blueprints/101
-blueprints-definition-subscription

DefinitionLocationId : {subId}

Versions : {1.0, 1.1}

TimeCreated : 2019-02-25

TargetScope : Subscription

Parameters . {storageAccount_storageAccountType, storageAccount_location,

allowedlocations_listOfAllowedLocations,
[Usergrouporapplicationname]:Reader_RoleAssignmentName}
ResourceGroups : ResourceGroup

A LLR I I TE L BRI H S BRI EANE B

$blueprints.Parameters

Key Value

storageAccount_storageAccountType
Microsoft.Azure.Commands.Blueprint.Models.PSParameterDefinition
storageAccount_location
Microsoft.Azure.Commands.Blueprint.Models.PSParameterDefinition
allowedlocations_listOfAllowedLocations
Microsoft.Azure.Commands.Blueprint.Models.PSParameterDefinition
[Usergrouporapplicationname]:Reader_RoleAssignmentName
Microsoft.Azure.Commands.Blueprint.Models.PSParameterDefinition

T S 1o
AR B B 57 Bl

IR KD ERETETE, ATLMEF Get-AzBlueprintAssignment cmdlet SREAT E RIS, Cmdlet E
FASubscriptionldfINamefE N AIES$, 1R KIEESubscriptionld , NI{# A A FTRIIT b £ T3,

THEMRGIER cet-aAzBlueprintassignment MIRIRA {subld) BIFFTE VI TUFRENA N "5 EB-HiRE FHIRA" By — KK
e

# Login first with Connect-AzAccount if not using Cloud Shell

# Get the blueprint assignment in the specified subscription

$blueprintAssignment = Get-AzBlueprintAssignment -SubscriptionId '{subId}' -Name 'Assignment-lock-resource-

groups’

# Display the blueprint assignment object
$blueprintAssignment

i &1 53 BE B 7 B H 40 F AT



Name : Assignment-lock-resource-groups

Id : /subscriptions/{subId}/providers/Microsoft.Blueprint/blueprintAssignme
nts/Assignment-lock-resource-groups

Scope ¢ /subscriptions/{subId}

LastModified 1 2019-02-19

LockMode : AllResourcesReadOnly

ProvisioningState : Succeeded

Parameters

ResourceGroups : ResourceGroup

S Ko E
IR K 9B & A TRE, BT LLA New-AzBlueprintAssignment cmdlet A3, Ltk cmdlet FERLLTS
o AIIHR
o IBEWKNBEHAFH
o WiZME—#Y, BSubscriptionldf R
o W EIER
o BEENEBIIEEIRE X
o FAF Get-AzBlueprint 3KEX reference %8
o [IEIHK

o HEBAHEPAUERSEHDEMIEEI IR HEENROXE,
o IHAIAFRIEL

o WBEFMHEEETIAIT H

o HNRFRIZMH, MBI AR H LETX
o HiFEAHEEL

o EXNZERTE&E TR K THRDUE
o X¥FMILI:None, AllResourcesReadOnly. AllResourcesDoNotDelete
o MMEXRIEMH, BINMEN "
e SystemAssignedldentity ] 5 /I
o EFHHIAI AR BB RFEDERAIEE I INFHEE RIR
o "ldentity" S EMEIME
o T RE5UserAssignedldentity—iZ (& A
e UserAssignedidentity AT A]
o {ERATHEHEHETRMA N EHEERN
o "ldentity" S#EH—EB
o T RE5 SystemAssignedldentity—i2{#
o SHAHAE

o ATHEEKNE L &ESSSHRE/[EXHEHEER
o HMESHMENERTE P HidefaultValue

o MBXRIZHS A EEdefaultValue, NI SHF 2 AL

NOTE
S A ZHF secureStrings,



https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_hash_tables

e ResourceGroupParametera] § R

o BHRAIIEMIGHR
o /TRMAIB SHEIFFHE—ME/MEN, AFIEREZFRAN B BB FRFA/RALE
o MEREMFRAHSHHH HZHdefaultValue, I 7 RHS KR 2 EIELH

TEAREICIEER cet-AzBlueprint $RERH " A" W5 KIE LAIRRA "1.1" M SR, FHHEE A S BN RAL
BWEN "westus2", {# F_AllResourcesReadOnly i€ ¥tiR, _, FNIEEN {subid} BIFTEIT R ES
# F1ResourceGroupParameterfy g # &:

# Login first with Connect-AzAccount if not using Cloud Shell

# Get version '1.1' of the blueprint definition in the specified subscription
$bpDefinition = Get-AzBlueprint -SubscriptionId '{subId}' -Name 'my-blueprint' -Version '1.1'

# Create the hash table for Parameters
$bpParameters = @{storageAccount_storageAccountType="'Standard_GRS'}

# Create the hash table for ResourceGroupParameters
# ResourceGroup is the resource group artifact placeholder name
$bpRGParameters = @{ResourceGroup=@{name="'storage_rg';location="westus2'}}

# Create the new blueprint assignment

$bpAssignment = New-AzBlueprintAssignment -Name 'my-blueprint-assignment' -Blueprint $bpDefinition °
-SubscriptionId '{subId}' -Location 'westus2' -Lock AllResourcesReadyOnly °
-Parameter $bpParameters -ResourceGroupParameter $bpRGParameters

FAF a1 15 K 53 BerY 450 i H 40 TR

Name : my-blueprint-assignment

Id : /subscriptions/{subId}/providers/Microsoft.Blueprint/blueprintAssi
gnments/my-blueprint-assignment

Scope : /subscriptions/{subId}

LastModified 1 2019-03-13

LockMode : AllResourcesReadyOnly

ProvisioningState : Creating

Parameters : {storageAccount_storageAccountType}

ResourceGroups : ResourceGroup

BB R K B

ﬁﬂﬂ‘, M‘zﬁE¥EE@UEE’JEEﬁJ\EEO Set-AzBlueprintAssignment Cmdlet QIEILH;E«FO 1Z cmdlet :H‘Eﬁﬁlz
New-AzBlueprintAssignment cmdlet UTHIKRE D MERISE, MM AVTFEFE DR L EERERIAS, XHE5REH5
WE_&_. #/A F Subscriptionld, 1 EHATIRHESME,
EETHREHERSENTKEMER ESREHSEAIN,
o BFRIHR

o IEEEEHMIEEDEEFR

o AFAREEFNIER MAZTERSE
o WHEEK

o

Y& E U =1 43 B i R 1K TE L

o FAF Get-AzBlueprint 3KEX reference %8
AT EREEHNSE MAEERDE
o MIERATRE

o


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_hash_tables

o BEBAHETUBRANEMITE S INFIT FHEENRHRE,
o iTHTAIAAL

o IEEFHEERE FIRYIT R

o INRFKIZHL, MBI NHATIH ETX

o ATAKEREHNAE MAEERSE
o BiERARE

o EXZERATEAE IR K THRHE

o X#MiET:None. AllResourcesReadOnly. AllResourcesDoNotDelete
e SystemAssignedldentity Rl 5 7]

o EFFUI A N BB RS D EMEER N FBERIR

o "ldentity" S EHIBIMAE

o A #e5UserAssignedldentity—iZ (s
e UserAssignedldentity el 5 R T

o HEMFHEHFMEFRMA DEMIEEIFN

o "ldentity" S#EH—EBH

o A He5 SystemAssignedldentity—i#2{# A
o SHEHAE

o ATFHEKNE LENSSHME/ENIERR
o FESHUMEINERE L PHidefaultValue

o MERRMSHE ZEHdefaultValue, NS Z /1L

NOTE
S A XHF secureStrings,

e ResourceGroupParametera] 5 R T

o YHRATIEMEHEE
o BNMEMHIE SEAFEHA—ME/EX, ATHEREZRIBREAT B A /S8
o HNEFIZHEIEHS IR EEHdefaultValue, I EBEHSHFEAIEM

TEHITRB] Get-AzBlueprint BT EBIERR, FHE L KENHY "H A " B KIE LHIRRA "1.1" B95 Ee:

# Login first with Connect-AzAccount if not using Cloud Shell

# Get version '1.1' of the blueprint definition in the specified subscription
$bpDefinition = Get-AzBlueprint -SubscriptionId '{subId}' -Name 'my-blueprint' -Version '1.1'

# Update the existing blueprint assignment

$bpAssignment = Set-AzBlueprintAssignment -Name 'my-blueprint-assignment' -Blueprint $bpDefinition °
-SubscriptionId '{subId}' -Lock AllResourcesDoNotDelete

FATF 632 1 &1 53 BR a9 7= Bl H 40 F AT


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_hash_tables
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_hash_tables

Name : my-blueprint-assignment

Id ¢ /subscriptions/{subId}/providers/Microsoft.Blueprint/blueprintAssi
gnments/my-blueprint-assignment

Scope : /subscriptions/{subId}

LastModified 1 2019-03-13

LockMode : AllResourcesDoNotDelete

ProvisioningState : Updating

Parameters . {storageAccount_storageAccountType}

ResourceGroups : ResourceGroup

T Bk i 11 93 B

LEEMEE K9 ECRT, % cmdlet 3% Remove-AzBlueprintAssignment IR ERAE, % cmndlet
FAName=InputObject 5 E ZMRAI % KB, Subscriptionld2_%E_#, F# B JAEFRAE R TIRH,

THEBTRBIER cet-azBlueprintassignment FEERILE WK 2B, AR HFEMETRN {subtd} BIFETE LT [ B0 M B&:

# Login first with Connect-AzAccount if not using Cloud Shell

# Get the blueprint assignment in the specified subscription
$blueprintAssignment = Get-AzBlueprintAssignment -Name 'Assignment-lock-resource-groups’

# Remove the existing blueprint assignment
Remove-AzBlueprintAssignment -InputObject $blueprintAssignment -SubscriptionId '{subId}'

i 2] i 4 AL 7= 451
RS WA B — I, LT RBUS IR I X, A 08 . BN TR RR N (sub1e) BT ISR



# Login first with Connect-AzAccount if not using Cloud Shell

#region GetBlueprint

# Get version '1.1' of the blueprint definition in the specified subscription

$bpDefinition = Get-AzBlueprint -SubscriptionId '{subId}' -Name 'my-blueprint' -Version '1.1'
#endregion

#region CreateAssignment
# Create the hash table for Parameters
$bpParameters = @{storageAccount_storageAccountType="'Standard_GRS'}

# Create the hash table for ResourceGroupParameters
# ResourceGroup is the resource group artifact placeholder name
$bpRGParameters = @{ResourceGroup=@{name="'storage_rg';location="westus2'}}

# Create the new blueprint assignment
$bpAssignment = New-AzBlueprintAssignment -Name 'my-blueprint-assignment' -Blueprint $bpDefinition °
-SubscriptionId '{subId}' -Location 'westus2' -Lock AllResourcesReadyOnly °
-Parameter $bpParameters -ResourceGroupParameter $bpRGParameters
#endregion CreateAssignment

# Wait for the blueprint assignment to finish deployment prior to the next steps

#region UpdateAssignment

# Update the existing blueprint assignment

$bpAssignment = Set-AzBlueprintAssignment -Name 'my-blueprint-assignment' -Blueprint $bpDefinition °
-SubscriptionId '{subId}' -Lock AllResourcesDoNotDelete

#tendregion UpdateAssignment

# Wait for the blueprint assignment to finish deployment prior to the next steps

#region RemoveAssignment

# Remove the existing blueprint assignment

Remove-AzBlueprintAssignment -InputObject $bpAssignment -SubscriptionId '{subId}’
#endregion
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Home > Blueprints - Assigned blueprints > Assignment-MyEBlueprint

Assignment-MyBlueprint

Blueprint assignment

* Update assignment | e Unassign blueprint N View activity log ) Refresh

J Assignment succeeded!

Assigned subscription name Blueprint
Contoso MyBlueprint
Assigned subscription Latest assignment status
{subscriptionid} Succeaded
Lock mode
MNone
Assignment operation
Version 'v1.0', assigned on 4/23/2019. (Succeeded) A
Managed resources
RESOURCE LOCK STATE RESOURCE TYPE
[® ResourceGroupOne Mot locked Resource group
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https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/how-to/update-existing-assignments.md

Home »> Blueprints - Assigned blueprints » Assignment-MyBlueprint

Assignment-MyBlueprint x

Blueprint assignment
rd Update assignment i Unassign blueprint N View activity log {) Refresh
\,’ Assignment succeeded!

Assigned subscription name Blueprint

Contoso MyBlueprint
Assigned subscription Latest assignment status
{subscriptionld} Succeeded

Lock mode
All resources - read-only

]

Assignment operation
Version 'v1.0', assigned on 4/23/2... ~

Managed resources

RESOURCE LOCK STATE RESOURCE TYPE

] ResourceGroupOne & Cannot edit / delete Resource group

6. ERATHRANEAXEMSBEBREMTHER. HERRURBATILN S BCIRE
B

Assignment operation
Version 'wv1.0, assigned on 4/23/2... ~

Version 'v1.0', assigned on 4/23/2019. (Succeeded)

Version 'v1.0', assigned on 4/23/2019. (Succeeded)
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https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/how-to/configure-for-blueprint-operator.md
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https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/troubleshoot/general.md
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e artifacts

e concat

® parameters

e resourceGroup

® resourceGroups

® subscription

Al
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artifacts(artifactName)

R [B14658 R 1% i P00 B i IR FE R IR T BT R

Parameters
E2- HiE e ik
artifactName = string PRSI 0E Y
& [8] {E

M RMERXT R, il BHEBUR TR S| ARERITE 25 E, FrA KBRS L TR

{
"outputs"”: {collectionOfOutputProperties}
¥
KB E
{
"outputs": {
"policyAssignmentId": "{resourceIld-of-policy-assignment}",
"policyAssignmentName": "{name-of-policy-assignment}",
"policyDefinitionId": "{resourceIld-of-policy-definition}",
¥
¥
HREHESFERAE

iR B0 R 8% BT VR E ERARR P E L, FHBERE,

AESEHE


https://github.com/MicrosoftDocs/azure-docs.zh-cn/blob/master/articles/governance/blueprints/reference/blueprint-functions.md

"outputs": {
"roleAssignmentId": "{resourceld-of-role-assignment}",
"roleDefinitionId": "{resourceld-of-role-definition}",
"principalld": "{principalld-role-is-being-assigned-to}",
}
}
~Hl

ID JN_myTemplateArtifact_F %R EEIFIERIE, £ EE LU TR LB

{
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"outputs": {
"myArray": {
"type": "array",
"value": ["first", "second"]
})
"myString": {
"type": "string",
"value": "my string value"
¥
"myObject": {
"type": "object",
"value": {
"myProperty"”: "my value",
"anotherProperty": true
¥
}
}
}

M_myTemplateArtifact_R {5l fo i R IR RO — LERBIAN T
ik B3]
[artifacts("myTemplateArtifact").outpuléEFthyArray]
[artifacts("myTemplateArtifact").outpuStringArray[e]]
[artifacts("myTemplateArtifact").outpuStringstring]

[artifacts("myTemplateArtifact").outpu®hjegbbject]

[artifacts("myTemplateArtifact").outpuStringobject.myProperty]

[artifacts("myTemplateArtifact”).outpuBeahyobject.anotherProperty]

concat

concat(stringl, string2, string3, ...)
HESTFHBEFREIRKMFFS,

Parameters

REPLTEST1

["first", "second"]

"HEF R B

{"t.myproperty": "my value",
"anotherProperty": true}

"my value"

True
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string1 = string BRIKAYEE — MM,
Hiths 3 & string ER IR I - Y EL At
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Azure B EIEREAETF Azure HREESFERIIEE AANEIGERTFFHFE,
ER ]

concat(parameters('organizationName'), '-vm')
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parameters(parameterName)
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Parameters
SH WiE (H sk
parameterName = string EREMSHAT,
AN
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Azure ¥ KB AR F Azure R EEF[JERDNEE, BRNENCERTERSE,

G|
EHEEE X HE LSH principallds_:

"type": "Microsoft.Blueprint/blueprints”,
"properties": {

"parameters": {
"principalIds": {
"type": "array",

"metadata": {
"displayName": "Principal IDs",
"description": "This is a blueprint parameter that any artifact can reference. We'll

display these descriptions for you in the info bubble. Supply principal IDs for the users,groups, or service

principals for the RBAC assignment.",
"strongType": "PrincipalId"

}J

%Jﬁ, 4§_principallds_ﬁﬁ1’ﬁﬂ+§|§]IﬁE parameters() q:'ﬂ"']ﬂ"']%%l



"type": "Microsoft.Blueprint/blueprints/artifacts"”,
"kind": "roleAssignment",

"properties": {
"roleDefinitionId": "/providers/Microsoft.Authorization/roleDefinitions/8e3af657-a8ff-443c-a75c-

2fe8c4bcb635",
"principallds": "[parameters('principallds')]",

resourceGroup
resourceGroup()
REIFRTSETHRABINR,

& [ {H
REIEIN R RAUTHER:

i

"name": "{resourceGroupName}",
"location": "{resourceGroupLocation}",

}

#%iE

Azure W EITHRERETF Azure ZIREEZRIEIRTNAE, B resourceroup() ERERARETE L] [ 2 1 B B i I FE L
. ERREARE T HRAD B 89 K5 B pE A,

resourceGroup() EREHI— & NLAREES FRAN B HEEMALE TR,

Pl

EEFERRAMME, SEREE X PRESBHARGENS —PNIBMAE, £ EEE X PER TR SR
X, FELERBIG, _NetworkingPlaceholder =2 ¥ R4 5 i 77 894 FFo

{
"type": "Microsoft.Blueprint/blueprints”,
"properties": {
"resourceGroups": {
"NetworkingPlaceholder": {
"location": "eastus"
¥
}
}
}

PAFR, #E resourceGroup() A FEHIRZL f3 L FF X R K10 B 89 £ TP ERZE . ELRAIF, EiR5E fER
_NetworkingPlaceholder_#tiR41e, 31215 #_resourceLocation_, 3 4F_NetworkingPlaceholder_#t R41LiE 5
SEFE TR, BT L 15 B E X 845 X _NetworkingPlaceholder_#R4HBIGIE, th o] LIFE S BRI B ETE X
ZAIE., Tt SWMHIER, BRI B &HEASHIRE, FERAERTRNEI ERMMLE,



"type": "Microsoft.Blueprint/blueprints/artifacts”,
"kind": "template",
"properties": {

"template": {
}J
"resourceGroup": "NetworkingPlaceholder",

"parameters": {
"resourceLocation": {
"value": "[resourceGroup().location]"

}
}

resourceGroups

resourceGroups (placeholderName)

RE—DNHER, ZNREBRIEEHZIRHTE, 5 resourceGroup() ERITE £ TXHIARE, LS AT HEUEE &
A SEFRHENSE MAREIZHIRAMET XS,

Parameters
SH WiE E ] sk
placeholderName = string FEIREIR TR AT B 8 & L
&,
iR Bl
REIFNRRALUTHER:
{
"name": "{resourceGroupName}",
"location": "{resourceGroupLocation}",
}
~pl

HFEMERATRAMME, SERKE (P ESBHARNENS—PNIBMAE, % EE L hERRRA SR
W&, TEIEREIG, _NetworkingPlaceholder 2 % R4 & 61 #7894 7o

{
"type": "Microsoft.Blueprint/blueprints”,
"properties": {
"resourceGroups": {
"NetworkingPlaceholder": {
"location": "eastus"
¥
}
}
}

RIS, {E A resourceGroups () {EfATH K11 B £ T XX HH R BREGREU TR A SRR REBI A, FE LRG| o, AR I
B #ZE 7£_NetworkingPlaceholder_#%tJR414 &8, FIZ S 3 artifactLocation_ , F4F_NetworkingPlaceholder_#% iR
AR B A SEFRIERR. 77 LAFE 5 K X £ 88 E X _NetworkingPlaceholder ¥ R41BIGIE, th 7] LATE S BCid 8 b
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"kind": "template",
"properties": {
"template": {

}J

"parameters": {
"artifactLocation": {
"value": "[resourceGroups('NetworkingPlaceholder').location]"

}
}
})
"type": "Microsoft.Blueprint/blueprints/artifacts”,
"name": "myTemplate"

}

subscription
subscription()
R[EE X BT K2 BT R B TEAME R

[El1E
REIFIN R RAUTER:

rﬁ

"id": "/subscriptions/{subscriptionId}",
"subscriptionId": "{subscriptionId}"”,
"tenantId": "{tenantId}",

"displayName": "{name-of-subscription}"

=l
AT B AL R BTN concat() EREICIRIE NS HAFLIL BRI B MR 2IE,

"kind": "template",
"properties": {
"template": {

¥

"parameters": {
"resourceName": {
"value": "[concat(subscription().displayName, '-vm')]"

}

}J
"type": "Microsoft.Blueprint/blueprints/artifacts”,
"name": "myTemplate"

}
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